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Abstract. In this paper, we propose new differential attacks against the block cipher
GIFT-64. First we demonstrate how the parallel matching algorithm proposed
by Naya-Plasencia at CRYPTO’11 as an advanced list-merging algorithm can be
leveraged to enhance differential attacks, overcoming a previously assumed bottleneck.
By reducing the complexity of the pairs generation process whenever a non-linear
filter is available, this approach enabled us to mount a new differential attack against
25-round GIFT-64 in the related-key setting.

Then we use the differential Meet-in-the-Middle cryptanalysis technique introduced
by Boura et al. at CRYPTO’23 to improve the differential attacks recently proposed
by Chang et al. at CT-RSA’25, leading to the best known attacks against GIFT-64
in the single-key setting, both in term of number of rounds and of complexity.
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1 Introduction

Differential cryptanalysis, introduced by Biham and Shamir in [BS91], is probably the
most well studied and powerful class of cryptanalysis. Since its creation it has become
mandatory for cryptographers to provide security criteria and design strategies to prevent a
cipher from being vulnerable to this type of cryptanalysis. The core idea behind differential
cryptanalysis is to study the propagation of an input difference throughout the encryption
and to expose an unexpected propagation behaviour. Indeed, the first part of differential
attacks is to exhibit a differential which is a couple of input/output difference where the
probability that the input difference propagates to the output difference after some rounds
of encryption is higher than the expected behaviour of a random permutation. Then, the
attacker can add rounds before and after the differential distinguisher in order to mount a
key-recovery attack. The first part (i.e. finding a high-probability differential) has received
a lot of attention from the community ([FJP13, SHW*14, RGMS22, Knu95]) and is still
an extensively studied topic. Researchers have developed really sophisticated approaches
based on automated tools in order to find the highest probability possible for a differential
on a given cipher. Yet, this may not lead to the best key-recovery attack.

Indeed, the key recovery step is a complex algorithmic problem that has been subject to
many improvements and a lot of techniques have been developed to optimize this step. One
can cite the use of data structures in [BS93] to lower the data complexity, the early abort
technique of [LKKDOS] to reduce the number of plaintext pairs to consider or dynamic
key guessing from [WWJZ18, QHS16] to reduce the guessed key space. Unfortunately,
it remains unclear how to find an optimal key-recovery strategy whether it is the pair
generation that is the bottleneck or if the key guessing is too costly. Recently, Boura et al.
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[BDD*24] have developed an automated tool to search for the best key guessing strategy
which is a significant step toward the goal of having an efficient tool that would output
the optimal key-recovery approach. But it only applies to a restricted class of ciphers and
its generalization remains an open problem.

Additionally, a new key-recovery strategy, namely differential Meet-in-the-Middle
(MitM), has been introduced in [BDD*23], later improved in [AKM™24, SYL23] and
generalized in [SLYT24]. This approach aims at recovering the possible pairs of messages
and associated key material through a meet-in-the-middle (MitM) procedure. In classical
key-recovery of differential attack, the adversary first generates the pairs and then finds
the correct partial keys for each pair, whereas in differential MitM attacks, he directly
generates pairs of plaintexts along with the correct key, does the same for the ciphertexts
and then search for a matching pair. Some variants of this attack use more advanced data
structures that can cover one or several rounds such as in [AKM™24].

Lastly, Song et al. recent work [SLY"24] presented at Asiacrypt 2024 extends the
concept of differential MitM to rectangle attacks and introduce the generic classical
differential attack (GCDA) and generalized differential MitM attacks (GDMA) by considering
an enhanced key guessing strategy. For example in the case of classical differential attacks,
guessing some key bits before generating pairs can hugely improve the filtering part and
therefore decrease the amount of pairs to deal with through the attack.

GIFT-64. GIFT-64 is an instance of the GIFT family of lightweight block ciphers,
designed by Banik et al. [BPP117]. Since its proposal in 2017, it has received a lot of
attention from the cryptanalysis community, as summarized in Table 1. The best known
previous attacks in the single key setting reached 21 rounds, and the best related key
attacks reached 26 rounds.

Our contributions Whereas we consider the classical differential attacks or the differential
MitM attacks, it appears to us that those attacks can be improved and/or new trade-offs
can be provided by considering non-linear filters. In the case of differential attacks, we
will use this concept to filter the pairs retained for analysis during the key-recovery phase.
For differential Meet-in-the-Middle attacks, we will consider more complex structures than
the previous ones, covering two rounds in our case. We apply this ideas in particular to
different existing attacks of GIFT-64, providing some of the best overall attacks, and in
particular the first attack reaching 22 rounds in the single-key setting, as can be seen in
Table 1.

Organization The rest of the paper is organized as follows. Section 2 recalls the principles
behind both classical differential and differential MitM attacks, as well as a detailed
description of the parallel matching algorithm. In Section 3, we apply the parallel matching
algorithm to reduce the complexity of pairs generation in the former best known related-key
attack on 25-round version of GIFT-64. In Section 4, we mount differential MitM attacks,
each relying on a 2-round structure, against respectively 21 rounds and, for the first time,
22 rounds of GIFT-64 in the single-key setting.

2 Preliminaries

In this section we recall how both differential attacks and differential meet-in-the-middle
attacks are mounted against a block cipher. We also recall one of the efficient lists merging
algorithms introduced in [Nayl11].
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Table 1: A summary of our results. Diff-MitM stands for differential MitM. RK stands for
Related-Key and SK for Single-Key

Cipher ~ Rounds  Setup Key space size ~ Time Data  Memory Type of Attack Source
18 SK 2128 2i24.61  ofL5T - Differential-Linear ~ [WLHL24]
19 SK 2128 212711 962.96 260 Linear [SWW22]

SK 2128 2112 203 280 Differential [ZDY19]
20 SK 2128 gliz68 962 o112 Multi Diff [CZD20]
SK 2128 10168 964 296 Diff [CZD20]
SK 212 212327 964 2112 Multi Diff [CWWH25)
SK 2128 2121.66 204 296 Diff [CZD20]
21 SK 212 212060 204 296 Diff [CWWH25]
CIFT-64 SK 2124 QU742 204 296 Diff [CWWH25]
SK 2124 211382 259 290 Diff MitM Section 4
SK 2124 210532 259 210182 Diff MitM Section 4
99 SK 2124 211782 204 255 Diff MitM Section 4
SK 2124 211782 261 261 Diff MITM Section 4
23 RK 2128 2126.60 26330 - Boomerang [LS19]
24 RK 2128 2106.00 96378 96410 Rectangle [1ZZD21)
RK 2128 212092 263.78 264.10 Rectangle [JZ2ZD21]
25 RK 2120 2107 251 249 Differential [BDD*24]
RK 2120 28159 251 25012 Differential Section 3
RK 2120 2123:23 26096 2102.96 Differential [SWW21]
”6 RK 2120 9115.96  960.96 2102.96 Differential [BDD*24]
RK 9120 9113.03  961.96 995.15 Differential [CN25]
RK 2120 212044 96096 925.22 Differential [CN25]

2.1 Classical differential attacks

In this part, we detail how differential attacks are mounted. First, a differential attack
relies on the existence of a rs-round differential (§;,,,0out) € (IFS)Z, called a differential
distinguisher, which has an associated probability of 277 such that 277 > 27" where n is
the block size. In the context of key-recovery attacks, the attacker appends r;, rounds
before the distinguisher and r,,; rounds after. Let D;, be the set of differences such that
d;n propagates backward to D;, with probability 1 and /C;,, be the key bits involved in the
7in rounds. Similarly, §,,;: propagates forward to D,,; with probability 1 and we denote
the key bits involved in the last r,,; rounds by Ky,;. An illustration of classical differential
attacks is given in Figure 1. The goal for the attacker is to find the key that will lead the
most pairs of plaintexts to follow the differential. To do so, the attacker follows several
steps:

<~ < >
Tin s Tout
Din 61‘,7, 6011,15 Dout
<----- - - - T s s s s s s —m >y m---- >
1 2—p 1
9—din

Figure 1: Illustration of differential attack
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2.1.1 Acquiring data.

In order to exploit the distinguisher, the attacker must generates more than 2P pairs that
have a difference ¢;,, after r;, rounds. Usually, one uses structures of size | D;y,| = 24in which
are sets of plaintexts where n — d;,, bits are set to a fixed-value and the remaining d;,, bits
are unconstrained. As each structure contains 2%~ plaintexts, one can generates roughly
22din—1 pairs from one structure. Yet, the pairs formed may not lead to a difference 6;,
after r;, rounds of encryption, in fact it only happens with probability 2~%». Consequently,
each structure leads to 2%~~1 pairs that have a difference §;,, after 7, rounds. Therefore,
one must encrypt at least 2° structures with s = p—d;,, +1. This leads to a data complexity
D of at least 2% - 24in = 2P*1 that is acquired with a time complexity of 2P*! . Cp where
Cg denotes the cost of one encryption call.

2.1.2 Sieving pairs.

In the key recovery step, for each generated pair, the attacker will try to find all
valid partial keys k € IC;, U KCoyr such that the pair follows the differential. Therefore,
reducing the number of pairs that will be tested is crucial. One common way of doing
this is to build a hash table H indexed by the values of the n — d,,: inactive bits of
each ciphertext. Indeed, if two ciphertexts do not share the same values on those bits
then the corresponding pair does not belong to D,,; and the pair cannot follow the
differential. H is constructed on the fly during the data acquisition so it comes without
additional complexity. Each entry of H contains approximately 2¢in—n+dout elements
which leads to a total of 22(din—ntdou) =1 . gn—dour — 92din—ntdour—1 geperated pairs for
a whole structure compared to 22%»~1 without the hash table. Overall, we will have to
test N = 28 . 22din—ntdowr—1 — 9ptdin—ntdouwt pairg in the key recovery step. Additionally,
one can filter the pairs by considering non-linear constraints, we denote the cost of this
operation for one pair by C's and by N’ < N the number of pairs obtained after this filter.
This will be discussed in more detail in Section 3.

2.1.3 Key guessing.

For a given pair (P, P’) (and the corresponding ciphertext pair (C, C")), the attacker will
search all possible values k € K, U Koyt such that respectively (P, P') and (C,C”) have a
difference §;, and d,,¢ on the edges of the distinguisher. For each value of k, a counter is
incremented when a valid pair is found and in the end the highest counter corresponds to
the right key. We denote by Ckr the cost of finding such values for a given pair. The
time complexity of this step is N’ - Ckxr and the memory complexity is negligible.

2.1.4 Complexity of a classical differential attack.

Finally, one can derive the following formulas for the time (7), memory (M) and data
(D) complexities of the attack:

T=2p+1-CE+N~Cs+N/-CKR, /\/1:2dm7 D = optl (1)

2.2 Differential meet-in-the-middle attacks

We will now detail another way to exploit a differential distinguisher to mount a key-
recovery attack using an approach similar to MitM attacks for the key recovery part. The
block cipher is divided into three parts: E, (for the upper part), Eq4 (for the distinguisher),
and Ej (for the lower part), such that E = E, 0 Fqo0 E). Both F, and E; correspond to the
7in and To,¢ rounds before and after the distinguisher. We denote by ki, kour and kipger
the cardinality of |IC;p|, [Kout| and |ICin N Kout| respectively. We provide an illustration of
the differential MitM technique in Figure 2.
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Figure 2: High level description of the differential MitM technique
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For a given pair (P, C), we can generate 2% P plaintexts using E, such that E,(P)®
Ey(P) = 6;,. Thus, for each element i of K;,, we obtain a triplet (P, P,4) that satisfies
the distinguisher’s input constraints after r;, rounds. Slmllarly7 usmg F), we can generate
for each j of Koye, 28t triplets (C, C, j) such that E71(C) @ E7H(C) = Sour-

A match is then made between the triplet lists (P, P,i) and (C,C, ), i.e., we check
that E(P ) C for the two considered triplets. In the case of equality, we keep the key
pair (4, j) corresponding to the match, in the other case the key pair is rejected. There are
QFinthout—Kinter pairs to test and the probability of a match (i.e. the equality of two n-bit
states) is 27", The term —k;,¢er comes from the fact that one should start by guessing
the common bits of IC;,, and K,y to avoid considering triplets that differ on those bits.

As there exist pairs (P, C) that lead to no match one must repeat this process for 27
distinct pairs (P, C') to ensure that at least one pair satisfies the differential distinguisher.
Each part of the attack can be executed simultaneously, yielding the following time
complexity:

T = 2p(2ki" + Qkout 2kin+k0ut*kimgrfn) (2)

An improvement to this method, called parallel partitioning, allows additional rounds r,
in the attack by adding a structure above E, or below E). In the following, we will focus
on the case where the structure is placed above F,. Its initial state is P and corresponds
to the final state of Ej, with its final state is called Xy and correspond to the first state
of E,. The attack process is then slightly different: we begin by fixing F' bits in the
structure. From these F' fixed bits, we can use elements of K, to compute F' bits of X.
Then, for the remaining 2"~ values, we generate tuples (X, X'f, i) in the same way as
previously generated tuples (P, P, i). Similarly, using the F fixed bits, we can use elements
of Koyt to compute F bits of P, and for the remaining 2"~ possible values, we compute
C = E(P) and generate the tuples (C',Cy, j) as in the original attack. For the matching
phase, we can now filter the triplet pairs by verifying the consistency between X ¢ and C t
using the F' equations coming from the structure. This results in an F-bit filtering. We
can further enhance filtering by exploiting the linear equations from the unfixed part of
the structure and the nonlinear equations from the attack, using precomputation tables,
which can induce a time-memory trade-off. Let F, 44 denote this additional filtering. An
illustration of this technique is given in Figure 3.

This process need to be repeated only 2P~ ("=F) times as each time we generate 2" F
(X, C) pairs. At each repetition, the F fixed values are changed to generate new (X, C)
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Figure 3: High level description of the differential MitM technique including structure

pairs that were never covered by previous iterations. The time complexity of this attack is

T — op—(n—F) (2”*F2km 4 gn—Fokour 22(H*F)+kin+kout*kintcr*F*Fadd>

which can be simplified as follows

T = 9P (ka 4 9kour 4 ka-i-kom—kmter-‘rn—2F—Fadd) (3)

2.3 Efficient list merging algorithm: parallel matching

In this section, we describe an efficient list merging algorithm introduced in [Nayl11],
namely the parallel matching. Here, we keep the description as generic as possible but its
use will be specified in the next section. Let Lq,..., Ly be M lists composed of uniformly
distributed elements of F,. Let T : (F,)™ — F, be a boolean function. The goal is to
efficiently obtain the list Lg,; C L1 X --+ X Lj; with respect to the constraint T'=1 i.e.
Leot =T 1({1}) N (L1 x - -+ x Lps). In [Nayll], it was proven that every instance of such
problem can be reduced to an equivalent problem with only two lists L1 and Lo of size 2%
and 22. From now on, we only consider this case where M = 2. Additionally, we are in the
situation where the constraint T can be decomposed into z smaller constraints ¢1,...,%,,
so to say that there exists functions t; : F3* — Fy, f; : Fy — F3 and f} : F}, — F3 for all
it =1,...,2z such that for all (x1,25) € Ly X Lo:

H=1
T(.’L‘hl‘g) =1& <y Zfi(.i?l) Vi € {1,...,2’}
fi(@2)

with s being an integer smaller than [. Typically, one can think of s as the size of a S-box,
z the number of considered S-boxes, f; and f/ as functions extracting an s-bit word from a
state and ¢; as a condition on the values of extracted s-bit words. Let 2771 be the probability
that a random input (@1, 2}) € F3° verifies the first condition i.e. ¢1(z1,x}) = 1, likewise

for 2772, ..., 27P=, The expected size of L, is 9= 2 i Pi . ghtl Pp - 2hitiz,

ti(’l)i, v,

r_
v, =

2.3.1 Parallel matching.

The general idea of parallel matching is to compute in parallel two lists that will respectively
contains elements that verify r and ¢ conditions, with z/ = r + ¢q. Then, those lists are
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merged together to obtain a list of elements of Ly x Lg that verify 2z’ conditions and then
check the (z — 2’) remaining conditions. Next, we describe the parallel matching algorithm
more thoroughly in Algorithm 1.

Algorithm 1 Parallel matching algorithm
Input: Two lists L; and Lo and a function T' as previously described.
Output: The list Ly, = T 1({1}) N Ly x L.
1: From Lj, we build a hash table H indexed by (v1,...,v.).
2: Similarly, from Ly we build a hash table H' indexed by (v, y,...,v,1,)-
> Each entry of H and H' respectively contains in average 217" and 21295
elements. .,
3: We build the list L, of size 22”_21-:11” =: 2l formed by all (v1,...,v.,0,...,0.)
which satisfy ¢;(v;,v}) = 1,V1 < <r.

3 — r+q .
4: We build the list L, of size 2%4* Zi:rﬂpl = 2l formed by all
(Vi1 o3 Vrigy Uy 1y - -+, Upyq) Which satisfy (vi, vf) = 1,Vr +1 <i <r+gq.

> L, and Ly respectively contains all possible solutions (not necessarily in
Ly x Ls) to r and q conditions.
5. With L, and H’ we build a new hash table H,. For each (3,5’) € Lq, we add in H,
all the elements (3,v1,...,v,) of H'[8']. H, is indexed by the values (8,v],...,v.).
> At this step, we have built elements of B x Ly that verify q conditions out of the
(r 4+ q) ones.
6: for each (o, /) € L, do > For all solutions to the r first conditions.

7: for each (vy,...,v,) € H[a] do > For all elements of L1 that are part of a
solution to the r conditions.

8: if Hy[(Vr41,...,0r4¢, )] # 0 then > We found couples matching z' conditions
9: if (vy,...,v,,0],...,v.) satisfies the remaining (z — 2’) conditions then

’ Yz
!

10: Lgor < Lot U{(v1,...,0.,01,...,0.)}

11: return L,

As proven in [Nayll], the time and memory complexities of the parallel matching
algorithm are given by:

USRS S TS S SPO SANTI
_Nrta ) r4q
Mpar — 2lr,. + 2lq + 2[2 + 2l2+qs Zi:7'+1 Pi + 211+12721:f Di (5)

The last term in M, corresponds to the storage of Ly, which might not be necessary if
we use the generated solutions on the fly.

Remarks. First, note that the lists L, and L, do not depend on the lists L; and L,
and can thus be precomputed if the same parallel matching is applied on several pairs of
lists (L1, L2). Second, it is common that if (aj,az) is a solution of T=1({1}) N Ly x Ly

then (ag,a1) is a solution as well. By construction we can ensure that each row of

/

H, is sorted and therefore enumerate only the solution (vq,...,v,,v],...,v.) such that

(v1,...,v;) < (vy,...,v.). By selecting the lexical order, this saves a factor 2 in the size

» Yz

of L, and in the final number of solutions, leading to the formula:

r+q

1Nt 1d4rs—STT l _ )
7;)(1T:2lT_1+2lq+2l1+l2 1 Zi:l Pz+211 1+rs Zizlp’l+22+qs Zi:r+lpll
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3 Advanced sieving technique: application to 25-round
GIFT-64

As explained in Section 2.1, the complexity of a differential attack is lower bounded
by the number of pairs N that are generated from the data. For each of these pairs, the
goal of the attacker is to construct all the possible tuples (P, P, k) where k is a value for
Kin UKoy that partially encrypt and decrypt the pair so that it reaches both the input
and output of the differential. Whenever the average number of keys associated to a pair
is smaller than 1, the number of pairs N can be the bottleneck of the whole differential
attack. More precisely, generating the pairs is the bottleneck of a differential attack as
soon as N’ -Cgpr < N, meaning that the non-linear filter that can be applied on the initial
N pairs should be higher than the cost of the key-recovery part associated to one pair. In
this section we show how to use the parallel matching technique described Section 2.3.1 to
generate the pairs in an efficient way, by directly handling non-linear filter and therefore
outperforming the classical generation technique that relies on a hash table. To illustrate
our technique we present an example on the block cipher GIFT-64.

Let us point out that, even though the related-key attack on 26 rounds of GIFT-64
presented in [CN25] already used the parallel matching algorithm, the application there
is very different to what we are proposing here. Their aim was to optimize the final key
recovery steps of the attack, but the bottleneck given by the classic terms defined by the
amount of data needed and the number of pairs to treat after the classical filtering was the
same as classically, while in our case the aim is to reduce for the first time this bottleneck.

3.1 GIFT-64

GIFT-64 is part of the GIFT family of lightweight block ciphers, designed by Banik et
al. [BPPT17]. It features a 64-bit block size and a 128-bit key, with a structure composed
of 28 rounds. As a classical Substitution-Permutation Network (SPN) cipher, its state is
divided into 16 nibbles.

Each round begins with the XORing of the round key into the state. A distinctive
aspect of GIFT is that the key is added only to specific bits of the state—precisely those at
positions b such that b=0 (mod 4) or b =1 (mod 4). Next, a 4-bit S-box is applied in
parallel to all nibbles, followed by a bit permutation. The S-box, along with its Difference
Distribution Table (DDT) and the bit-permutation details of GIFT-64, can be found in
Supplementary Material A. The 128-bit master key can be seen as eight 16-bit words
stored in a register K = kr||ke - - - ||k1||ko. The key schedule begins by extracting the first
32 bits of the round key:

RK, = ki||ko,

then the register K is updated:
k‘7||]€6 cee ||]€1Hk‘0 — k1> 2||]€0 > 12” cee ||k‘3||k‘2

In the following, we refer to the j-th bit of the i-th 16-bit word in the 128-bit master key
K by k;[j] and RK.[16i + j] denotes the j-th bit of the i-th 16-bit word of the round key
RK,.

3.2 Previous attacks on 26-round GIFT-64

In [SWW21], Sun et al. presented a differential attack on 26 rounds of GIFT-64 in the
related-key setting. Their attack leveraged an 18-round related-key differential distinguisher
with a probability of 27P = 2758;

0000 6000 0000 0600 — 15, 0000 0014 0000 0041.
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The corresponding difference in the 128-bit master key is defined as follows:!
0000 1400 0000 0000 0000 0000 0000 0000.

To extend this distinguisher into a full attack, the authors incorporated three key
recovery rounds at the beginning and appended five additional key recovery rounds at
the end. The differential propagation through the key recovery rounds is illustrated in
Table 2. The i-th round key is added right after state O; and there is no whitening round
key. Since there are 8 bits with known difference on Oy, the adversary starts by asking
for a structure of 2°¢ messages under the secret key such that all but those 8 bits take all
the possible values on state Op and a similar structure of 2°¢ messages under the related
key for which the value of the 8 constant bits is flipped. This allows to form 22 pairs.
Since we need N = 256158 —= 2114 pairs to get one following the differential, four such
structures are necessary and therefore the data complexity would be £2%9 = 26996 chosen
plaintext-ciphertext pairs for having a high success probability. The key-recovery step
they proposed was not optimal and led to a time complexity of 2123-23. Boura et al. used
their automatic tool in [BDDT24] to search for better key-recovery procedures, and the
best one found had a time complexity of 21159 which is greater than N. In [CN25] the
same distinguisher is used for building a better attack, improving the key recovery part
using techniques from [BCF*21] by using some S-box properties.

We would like to point out that, despite the fact that the improvement techniques
for key-recovery used in [CN25, BCF21] might be useful to be combined with our new
approach in other scenarios, in our GIFT-64 attack application this could not improve the
overall complexity. The reason is that the time complexity bottleneck is determined by the
number of potential pairs to consider, and the remaining parts of the key-recovery step do
not increase this complexity, as we will explain in the following.

Table 2: Differential attack on 26-round GIFT-64 based on the 18-round related-key
distinguisher from [SWW21].

S-box 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Alp  kxkk sokkk sokkx skkokk skokkok skokkk skokoksk skokskok skokskk skskoksk skokakok kol skokoksk skokakok skokokk kokokok
AQ(  Hkkk skkkok skkkok skokkok Dkokok 11k kDkok skokokok sk Dkok skokokok Dokok 11k skokokok skokoksk skokokok kokokok
A7 kxkk sokkk 1lkx skokokk sokkok sokkk L1k sokkok skokkk L1k sokkok skokokk skokoksk 11k skokskk kokokok

JANG O R B Y 2 TT U S: IR DU RS IS SR U A DR
FAN Tlkx kldkk ... ... ... ... 1%k * 1k
Als ... .... e e 1 P

18-round related-key differential distinguisher

PN 2% TR R A U N
AN O I L dokk] RRKK L L. L. e e e
Aoy %%, ... %k, ... L.x1 L. L. s,k L. kL Lk L. koLl L. Rk L o

Aldgz  k.ok k% kok o kok kok, skok, kok, kok, kK kok o kok ok k kK, ok kL ok k, Kk,
AO23 kokokk kokckk  ckkskk  ckokokk  skokkk ckckckk  kokkk  kokskk  ckokokk  skokkk skckkk  kokkk  kokkk  kkokk  kkkk kkkk
Aoy  Hkkk skskokk skokokok sokskok skokskok skokoksk skokokk okokok kskokok kokokok skokskok skokskok skokokok skokokok okokok kokokok
A024 kkokk kokckk  ckokskk  ckokokk  skokkk skckckk  kokkk  ckokskk  ckokokk  skokkk  skckkk  kokckk  kokskk  kkokk  kkkk skkkk
Aldgg  Hkkk skskkk skokokok skokskok skokkok skkoksk skokokk okokok kskokok kokokok skokskok ok skokokok skokokk okokok kokokok
A025 dokckk kokskk  ckokskk  ckokokk  skokkk ckskckk  kokkk  ckokckk  ckokokk  skokkok  skokkk  kokkk  kokskk  kkokk  skkkk  skkkk

3.3 Filtering wrong pairs

Actually, when the pairs are generated, they are filtered in order to remove the ones
that cannot follow the differential. Indeed, the possible values and differences on state I;

n [SWW21], the least significant bit (LSB) was positioned on the left, differing from the original
cipher’s description [BPP117]. Here, we adhere to the original notation, placing the LSB on the right.
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are very restricted and this allows to decrease the number of pairs to deal with during the
attack.

Let S : Fy — F3* be a non-linear function from n bits to m bits. Let A be a set of
possible differences at the input of S and B a set of possible differences at the output of S.
If one knows the exact values of plaintexts on the input of S then one can compute exactly
the probability to satisfy the differential transition, we call this an ezact filter. However,
we might not know the exact values of the inputs due to previous key addition on some
bits which renders the previous computation impossible without guessing those key bits.
Still, we can compute an approximate filter, we refer to this by compressed filter. The
eract and compressed filter are thus defined by:

Definition 1 (Exact/Compressed filters). Let K C {0,...,n — 1} be the subset of input
bits where key material was added. Let  := (xo,...,Zn-1),¥ = (Yo,---,Yn—1) € FH. A
pair (z,y) is a solution to the differential transition A — B if and only if z ®y € A and
S(z) @ S(y) € B. The compressed solution associated to this solution is a (2n — | K|)-bit
tuple for which both x; and y; are stored if i ¢ K and only x; ® y; is stored if ¢ € K. Let
L4 g and LC 4 g respectively be the set of solutions to A — B and the set of compressed
solutions to A — B. Then, the exact filter is computed by |La g|/(2" - |A]) and the
compressed filter by |[LCa g|/ (27151 . |A]).

Example 1. Let us consider the S-box of GIFT. Let A = {0,...,15} and B = {8}. In
GIFT-64, the SubCells operation is preceded by a key addition on the two rightmost bits
at each S-box. So instead of storing (z3,ys, Z2, Y2, Z1, Y1, o, Yo) for each solution we only
store the 6-bit word (x3,ys, Z2,y2, 21 D Y1, Zo P yo) which is the associated compressed
solution. There exists 16 solutions to the transition A — B and 14 associated compressed
solutions. Therefore this differential transition has an ezact filter of 27* and a compressed
filter of 272192 Here, guessing the key bits to use the exact filter instead of the compressed
one is not worthwhile, as it would cost 22 for a filter gain of 2!:80%,

3.4 New related-key attack on 25-round GIFT-64

On 26 rounds the number of pairs IV is not the bottleneck, as the complexity of the
attack is equal to 2IN. Yet, when considering only 25 rounds, by omitting the last round,
the KyRyDi tool from [BDD"24] found that the complexity of the key-recovery step is
N x 271734 and therefore the bottleneck of the attack is the generation of the N pairs.?
In the following, we describe an attack on 25 rounds that achieves a time complexity of
28959 while naively N would still be equal to 2'™. We thus show how to improve the
complexity of a classical attack beyond the number of generated pairs, which was usually
believe to be unreachable.

Filters on pairs In [BDD™24], authors looked at the filter on state I; coming from the
restricted differences on state Op. Over the 16 S-boxes, there are 4 S-boxes providing a
filter of 279, 4 other S-boxes providing a filter of 27168 6 S-boxes providing a filter of
2~ 183 and finally the 2 remaining S-boxes provide a filter of 27219, This leads to a total
filter of 2722.08,

Generating pairs using parallel matching Let us use the parallel matching technique
to generate the pairs required to perform the differential attack. Both the lists L; and
Lo are fulfilled with a full structure and are therefore of size 2°6 each. We have 12 filters
different from 279 and we use all of them in the algorithm so z = 2’ = 12. The components

2The file to generate the key-recovery against GIFT is already in the official repository of KyRyDi since
it was used by their authors to mount the 26-round attack: https://gitlab.inria.fr/capsule/kyrydi
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of the time complexity are 2r = 2la = 92X6x4-1104 _ 936.96 oli+1>—22.08 _ 989.92

2l +6xs—11.04 — 9la+6xs—11.04 — 968.96 with 5 — 4. Hence, the complexity of matching L;
and Lo under the constraints of the first layer of S-boxes is 25992 to generate the same
amount of pairs. Since the attack requires 4 structures this procedure has to be performed
4 times, leading to a complexity of 291-92.

Mounting the attack As we already exploited the filters to generate the pairs we re-ran
the KyRyDi tool to find the best key-recovery procedure and it outputted an updated
complexity of 2476 per pair. The same key is used between Oy and I; and between Io5
and Oy and the procedure starts by guessing it step by step to take advantage of the filter
coming from I3 as quickly as possible. The resulting complexity of the attack is therefore
291.9244.76 _ 996.68 which is below the number of pairs that would have been generated
through the classical pre-sieving technique. This highlights that, what we previously
believed to be a bottleneck of differential attacks is not when using advanced techniques
for the generation of pairs.

Improving the attack Actually, we do have more non-linear filter on pairs than the one
coming from the first layer of S-boxes: we can go further by looking at the filter obtained
through Super S-boxes. Indeed, two consecutive rounds of GIFT-64 can be represented
as the parallel application of four Super S-boxes, each operating on 16-bit words and
depending on 8 key bits. We therefore computed the filters associated to the four Super
S-boxes from I; to Oy as well as to the four Super S-boxes from Os4 to Io3. As a result
we obtained 2 filters of 27397 and 2 of 2777 for the upper Super S-boxes and marginal
filters for the lower ones. As a consequence, we have a total filter of 273154 and it can be
fully used through the parallel matching algorithm. In this case, we only generate 282-46
pairs with a complexity of 28246, however the cost per pair is increased from 2476 to 27-13
and we thus end up with an attack with a lower complexity of only 282-46+7:13 — 98959
The cost in memory of the parallel matching algorithm is 25812 (we ignore the last term
as pairs can be considered on the fly) which is thereby the overall memory complexity of
the attack.

Remarks In this improved version of the attack it seems that a part of the improvement
comes from the fact that, by computing the filter on Super S-boxes, we actually compute
the real probability of the differential from I; to O3 since we do not use the assumption
that rounds are independent anymore. It is also important to note that recently, [CHLW25]
applied the quasidifferential framework from [BR22] and claimed that this related-key
characteristic as a valid key space of 27° 4+ 278 ~ 27483 However, after running our
own analysis based on the related-key extension proposed in [BDG25a] we found that
the valid key space is at most 278. Indeed, there are 256 quasidifferential trails with an
absolute correlation of 2758 which form a 8-dimensional vector space. This corresponds
to 8 independent linear conditions and a key can only be valid is all those conditions are
verified, leading to a key space of at most 27%. For the valid keys, the average probability
is 2759 even though the fixed-key probability ranges from 2752 to 274883, This means
that our attack is actually a weak-key attack, able to attack only one key out of 256 but
against the weak-keys it is on average 2°87°0 = 28 times faster than we just stated, leading
to a total time complexity of 28159,

3.5 Application to other targets

We tried to apply the technique on other ciphers to improve previous differential attacks.
Unfortunately, it seems that in most attacks the generation of the pairs is rarely the
bottleneck of the time complexity. Still, we derive several conditions on both the cipher
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and the attack parameters that should be fulfilled to maximize the efficiency of our
parallel matching pairs sieving technique. First, the attack should filter pairs, in the sense
that on average each candidate pair should suggest less than one key candidate. This
can only happen in the case where the key bits involved are related to each other by
many key schedule equations or when the cipher involves partial key addition layers as
in GIFT or SKINNY. This is a necessary condition otherwise the key-recovery part would
be more costly than the pairs generation process. The second condition is related to
the number of candidate pairs. Obviously it should be higher than the data complexity,
otherwise generating them would not be the bottleneck. But this is usually not enough

to fully exploit the parallel matching algorithm. Indeed, both the terms 2l1+m*22:1 pi

and 212+q572;7?+1 P from the complexity formula of the algorithm should be lower than
2hiFlz to expect any benefit from using the technique. Since s is always greater than p;,
both [; and I3 should be sufficiently high to take into account as many filters as possible.
Hence, the best situation would be a differential attack in which both the plaintext and
the ciphertext have as many active bits as possible (to maximize I; + l2) while both the
state right after the first S-box layer and right before the last one have as many inactive
bits as possible (to maximize the filters). In practice, differential attacks in this situation
are quite rare since it would usually be much more efficient to arrange the inactive bits
in order to minimize [; and ly. But sometimes it is impossible and the recent differential
attacks against both PIPQ and FLY described in [KKK™25] look like good targets.

It is also important to mention that, whenever there are plenty of inactive bits after
the first and before the last S-box layer, guessing key bits before starting the attack
as suggested in [SLYT24] becomes very powerful as well. Actually this combines well
with our technique since guessing key bits does increase the filters of related S-boxes
and can therefore allow more granularity than guessing all the key bits involved in one
S-box. Another interesting application of our advanced sieving could be to mount efficient
data/time trade-off. An example on the blockcipher SPEEDY is proposed in Appendix B.

Overall, the conditions under which parallel matching sieving can outperform the
best-known attacks appear to be restrictive, and in practice, the pair-generation process is
not the main bottleneck in attacks aiming to minimize overall complexity. Nevertheless,
we believe this improvement is valuable from a theoretical standpoint, demonstrating that
a previously limiting step can be optimized, and relevant for the community, particularly
for researchers developing automated attack search tools.

4 Improved single-key attacks on GIFT-64

In [CWWH25], Chang et al. reevaluated the probability of several differential distin-
guishers against both GIFT-64 and GIFT-128 through a fixed-key analysis based on the
quasidifferential framework. From there, they proposed new differential attacks against
both versions of GIFT and in particular were able to break up to 21 rounds of GIFT-64 in
the single-key setting for a weak-key space of 2124

Based on the same distinguisher, we were able to mount differential MitM attacks
using a structure over two rounds, whilst only one round was added in previous works such
as [AKM™24]. We therefore managed to improve the complexity of the 21-round attack
and to provide for the first time an attack against 22 rounds in the single-key setting. We
comprehensively describe the 22-round attack before explaining how the same ideas can
be applied to improve the previous best attack on 21 rounds.
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4.1 New attack on 22-round GIFT-64

We propose a new single-key differential MitM attack on GIFT-64 covering 22 rounds
which is the best-known single-key attack against this cipher. Our attack is based on the
13-round differential distinguisher presented in [CZD20)] :

—57.82
(0000 0000 0000 0202) RN (0000 0020 0000 0020).

13r

In [CWWHZ25], the authors show that this distinguisher is not valid for all the keys
but only in a weak key space W of size 2124, In W, they show that the probability of
this distinguisher is 275782, By considering 6 rounds before the distinguisher, the four
conditions on the master key of W are :

kal4] + ka[12] = 0, ka[0] + k4[8] = 0 (6)
ko[5] + ko[13] = 0, (7)
ko[1] + ko[9] = 0, (8)

The differential MitM attack we propose involves 2 rounds of structure at the beginning
of the attack, while, in the key-recovery, we prepended 4 rounds in the upper part and
appended 3 rounds in the lower part. A detailed illustration of the attack is given in Figure
4 and Table 3 details the key elements that are guessed by each component of the attack.

Table 3: The key bits guessed during the 22-round attack for each side of the attack, the
second column is the quantity of bits recovered by the attack for each sub-key.

‘ KCy H ‘k‘ ‘ /Cin ‘ Kout ‘ ‘
RK,[9, 25], RK[13, 15, 29, 31],
ko |l 14 RK4[13, 29] RK»[9, 11, 13, 15, 25, 27, 29, 31] Fo[2, 10]
v u RK[4, 20], RK,[9, 22], /
! RK4[12, 28] RK»[0, 2, 4, 6, 16, 18, 20, 22]
ky || 16 RK[1, 5, 19, 23] REnll, 3, 5,7, 9, 11, 13, 15, 17, k20, 2, 9, 11]

19, 21, 23, 25, 27, 29, 31]
RE[0, 2, 4, 6, 8, 10, 12, 14, 16, | ks[5, 7, 12,

ks || 16 RE[10, 14, 24, 28] 20, 22, 24, 26, 28, 30] 14]
RK>[1,3,5,7,9,11, 13, 15, 17,

Fa || 16 19, 21, 23, 25, 27, 29, 31] / /
RK,0, 2, 4, 6, 8, 10, 12, 14, 16,

ks || 16 18, 20, 22, 24, 26, 28, 30] / /

ke || 6 RK3[17, 19, 21, 23] RK14[27, 31] /

kr || 6 RK3[16, 18, 20, 22] RK14[18, 22]

¥ || 104 56 58 10

We now describe the different steps of our attack.

1. Fix the set F made of 56 bits of Zy and Xo (gray bits in Figure 4).
2. Guess the 10 elements of K;, N Kout

3. Upper part : Generation of the (X3, Xo,1) 5 triplets.

(a) Guess the 2°6710=2 elements of Ky, \ (Kin N Kout). The term 272 comes from
the two equations in (6) of the weak key space Wi. Naively, we would have
guessed all k4[0,4, 8,12] (corresponding to RK5[1, 9, 17, 25] in Table 3) but we
can only guess 2 of them and use the linear relations (6) to deduce the value of
the remaining bits.
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Figure 4: Illustration of the 22 rounds attack against GIFT-64

(b) For all the 2% guessed values, compute 56 bits of X, from the 56 bits fixed in
F and the known elements of /C;,,.

(c) For all the possible values of the remaining 8 bits of X, compute all the triplets
(X2, X, i) 7 such that after 4 rounds, X5 and X5 verify the constraints at the
input of the distinguisher. Store all the triplets in a hash table of size 25144,

4. Lower part : Generation of the (Zy, Zo, j)F triplets
(a) Guess the 258719~ elements of Koyt \ (Kin N Kour). Again, we can use (8) to

guess only one bit of ko[1, 9] (RK20[19,27] in Table 3) instead of two.

(b) For all the 247 guessed values, compute 56 bits of Zy from the 56 bits fixed in
F and the known elements of ICpy.

(c¢) For all the possible values of the remaining 8 bits of Zj, request the encryption
of P = Xy, obtaining C' = Xss.

(d) Compute all the triplets (X2, Xo, j) 5 including the states after three rounds
of forward propagation from the output of the distinguisher, such that, X5 and
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Xy, verify the constraints at the output of the distinguisher for the value of
Kout = j. Request the decryption of Xso and store all the triplets (Zo, Zo, j)#
in a hash table of size 28747,

5. Match : Save in a hash table the pairs of triplets {(Zo, Zo, ), (X2, X2,4) }5, such
that the 56 bits of X5 and Z, involved in F are consistent with the values fixed in
first step. We expect to filter 2°6 possible pairs of triplets and thus to store a hash
table of 244+8+47+8-56=51 nairg of triplets for the considered set of values fixed in F.

6. Repeat from the first step, by fixing the bits in F to a new distinct set of values.
This is done 2°7-8278 = 21982 times to ensure that at least one pair (P,C) verifies
the distinguisher.

The time complexity of the attack is :

T = 257.82—8 210 (28 . 256—10—2 4 28 . 258—10—1 + 28+44+8+47—56) (9)

_ 9l11.82 | 9114.82 | 9110.82 , 9115.07 (10)
The memory complexity of the attack :

M — 2maw(52, 55, 49) — 255 (11)

The attack as described above requires the whole codebook, i.e a data complexity of
264, However, we can use the trick presented in [BDD*23] to find a new data/memory
trade-off and force the messages to belong in some restricted portion of the codebook. The
idea is to set a bits in the plaintexts to be constant (amongst the 16 bits in F) and the
constraint on a is that 57.82 4+ a should be lower than 64 — a to expect at least one pair
to follow the differential and to respect the a conditions also on P. This thus leads to
a = 3 in our case and a data complexity of 261, The memory complexity is also increased
to 201, as we have to precompute and store this number of pairs (plaintext, ciphertext)
verifying the a conditions, to know beforehand which ones will verify the a conditions and
not having to decrypt a higher number.

D =26 (12)

Recover the full key. After the attack, 24 bits of the master key still haven’t been
recovered: 10 bits of k7 (0, 2, 4, 5, 6, 7, 12, 13, 14, 15), 10 bits of kg (0, 1, 2, 3, 4, 5, 6, 7,
12, 14), 2 bits of k1 (5 and 13) and 2 bits of kg (5, 13). To recover the full master key, the
attacker can consider the values of the bits and differences around the S-boxes 5 and 13
(green values in Figure 4). The attacker then computes through the information contained
within each pair of triplets, the values of the four bits at the output of the S-boxes, the
values of the two left bits at the input and the differences of the two right bits of the
S-boxes. In addition, the attacker can consider the equation (7) of the weak-key space
between ko[5] and ko[13] and add one bit of information. By doing so, the attacker will
filter 26+6+1 = 213 pairs of triplets and recover the value of the missing key bits of both kg
and k;. We now have 2110-82=13 — 99782 yemaining triplets. With them, we can find the
remaining 20 missing key bits of kg and k7 by testing the pairs on extra an extra data
(or on one of the pairs not verifying the differential with no extra data cost). The final
time complexity will be 297-82+20 = 211782 Npote that we could have repeated the previous
process one more time, reducing the number of recovered triplets appearing in both cases
by 277, with a slightly better time complexity of 211638 but with a much bigger memory
complexity.
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Remark. It is still unclear why the differential MitM cryptanalysis technique sometimes
gives much better results than more classical differential attacks. In the original pa-
per [BDD 23], authors claim that a condition is that the key size should be much higher
than the state size. We agree with them on this point, as for instance we were unable
to improve the results on GIFT-128 through differential MitM attacks. However, it looks
like the use of internal structures, which probably is the most powerful advantage of the
technique, allows delaying the guess of the key material involved in the structure at the
end of the attack. Because of the partial key addition in GIFT, these key bits are actually
not guessed but deduced from the matching pairs since the entropy is low. Hence, we
believe that an extra condition for the differential MitM technique to be efficient is that
the key bits involved in the key recovery part are highly related to each other through the
key schedule relations or that the cipher only involves partial key additions.

4.2 Improved 21-round attack on GIFT-64

We now propose a new single-key differential Meet-in-the-Middle attack on GIFT-64 with
better time and memory complexities than the best known attack against 21 rounds of this
cipher. We first tried to extend the previous distinguisher over 13 rounds. Unfortunately,
this did not work as considering only one round structure is not sufficient to determine
enough key material through the attack and the final exhaustive search becomes too costly.
Our attack is thus based on the same distinguisher as the attack on 22 rounds, without
the last round :

0000 0000 0000 0202 —12,, 0000 0020 0000 0020.

Regarding the key space of the differential on 12 rounds, we found that the incom-
patibilities that reduce the key space to W7 do not involve the last round-key. Thus, the
differential on 12 rounds has the same weak key space W7 as the previous 22-round attack
and a probability of 27°3-82 as the last round had probability 27%.

The attack we mounted is described in Figure 5. As in the previously described attack,
we consider 2 rounds of structure at the beginning of the attack, 4 rounds for the upper
part and 3 rounds for the lower part. The key bits guessed during the attack are given in
Table 4.

Table 4: The key bits guessed during the 21 rounds attack by each side of the attack, the
second column is the quantity of bits recovered by the attack for each sub key.

Key || [k] Kin | Kout | |

RKx[1,3,5,7,9,11, 13, 15, 17,
Fo || 16 REA[13, 29] 19, 21, 23, 25, 27, 29, 31| ko[2, 10}
RKx[0, 2, 4, 6, 8, 10, 12, 14, 16, _
Rl 16 RE4[12, 28] 18, 20, 22, 24, 26, 28, 30 fal4, 1]
ko || 3 REK1[3, 7, 31] / /
ks || 3 RK/[30], RK5[26, 30] / /
RK,[1,3,5,7,9, 11, 13, 15, 17,
Fa | 16 19, 21, 23, 25, 27, 29, 31] RE5(3, 7] a[l, 3]
RK,[0, 2, 4, 6, 8, 10, 12, 14, 16,
ks | 16 18, 20, 22, 24, 26, 28, 30) RE15[26, 30] ks[13, 15]
ke || 12 RK3[17, 19, 21, 23] RK19[9, 11, 13, 15, 25 ,27, 29, 31] /
kr || 8 RK3[16, 18, 20, 22] RK 190, 2, 4, 6, 16, 18, 20, 22] | k[8, 9, 10, 11]
> |90 50 52 12

The framework of the attack is similar to the one used in the attack on 22 rounds
previously presented. The equations in (7) and (8) are used to sieve 272 key guesses in
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Figure 5: Path of the 21 rounds attack against GIFT-64

the lower part (ko[1, 5, 9, 13] are guessed by the lower part as RK99[3, 11, 19, 27]). The
two equations in (6) are used to sieve 272 key guesses in the upper part (k4[0, 4, 8, 12]
are guessed by the upper part as RK>[0, 4 ,8 ,12]). The structure used is composed of 12
fixed bits (grey bits in Figure 5) and 52 unfixed bits (green bits in Figure 5). The main
difference is that, during the match step, the attacker can save in a hash table the pairs of
triplets such that:

1. The 12 bits of X5 and Z; involved in the fixed part of the structure are consistent.
We expect to filter 2712 possible pairs of triplets.

2. By considering the 13 non-fixed S-boxes in the structure (green S-boxes in figure 5)
the attacker can compute, with the elements of the lower hash table (Zy, Zo, j) 7, the
output of the S-boxes and match with the upper triplets (Xa, X, i)F on :

(a) The values of the 2 left bits of each S-box for Zy and X, and for Zy and Xo.
We expect a 272%2%13 filtering effect.
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(b) The value of the differences Zy @ Zy and X @ X5 on the 2 right bits of each
S-box. We expect a 272%13 filtering effect. During this filtering step, the
attacker can also retrieve the value of the 26 key bits involved in the differences.
If a pair of triplets is not discarded during this step, the attacker adds to the
pairs of triplets the values of the key bits k3]0, 1,2, 3,4,5,6,7,8,9,10,12, 14]
and k2[0,2,4,5,6,7,8,9,10,11,12, 13, 14].

The time complexity of the attack is:

T — 253.82752 212(25223872 4 25224072 4 288+90712752726) (13)

— 2101.82 + 2103.82 + 2101.82 ~ 2104.32 (14)

The memory complexity of the attack:
M= 2ma:c(88, 90, 88) _ 290 (15)
By applying the same method as the one described in the attack on 22 rounds:

D =2 (16)

Recover the full key. After the attack, 90+ 26 = 116 bits of the master key are known by
the attacker, and for them, we have 210182 triplet candidates. The attacker could recover
the 12 last key elements by testing the 21018212 = 9113.82 ogihilities on an extra pair
of data, making this the time bottleneck. Instead, it might be more interesting to repeat
the procedure and store the candidate triplets in memory, filtering therefore by a factor
of 2101.82-116 _ 9—14.82  \We recover then 2101-82-14.82 — 987 candidate triplets, and the
complexity of testing the final 12 bits of unknown key becomes 2°°. The time complexity
bottleneck comes from repeating the previous procedure twice, becoming 2 x 210432 and
the memory is increased to store the first set of potential solutions of size 2101-82,

5 Conclusion

In this paper, we have proposed new improved attacks against the block cipher GIFT-64.
We have increased the number of attacked rounds in the single-key setting, and improved
other reduced-round attacks. For this, we have considered the use of non-linear filter-
ing techniques, and in particular built more complex initial structures when mounting
differential MitM attacks.

We also show that differential MitM can be the most efficient attack on GIFT-64. In
particular, because of the already mentioned condition of having a key size bigger than the
state as a good candidate for target of these attacks, we do not expect GIFT-128 to have
the best known attacks given by differential MitM ones, as after considering an interesting
distinguisher, the margin for dealing with the key-recovery part would be too small.
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A GIFT-64

We give the specifications of the S-box (Table 6) and of the bit-permutation (Table 5)
used in GIFT-64. We also provide the Difference Distribution Table (DDT) of the S-box
in Table 7.

Table 5: The bit-permutation of GIFT-64
i o0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

P(i) 0 17 34 51 48 1 18 35 32 49 2 19 16 33 50 3
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

P(i) 4 21 38 55 52 5 22 39 36 53 6 23 20 37 54 7
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

P(i) 8 25 42 59 56 9 26 43 40 57 10 27 24 41 58 11
i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

P(i) 12 29 46 63 60 13 30 47 44 61 14 31 28 45 62 15

Table 6: The S-box of GIFT
x o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

S(x) 1 10 4 12 6 15 3 9 2 13 11 7 5 0 8 14

Table 7: The Difference Distribution Table (DDT) of the GIFT S-box

o

0 123456789 abcdef
0|16 0000 000000000O00O0
110 000022022222002
2/0 000044002200220
3]0 000022020022222
410 002040602000200
5/0 020020020002224
6/0 046 000200200020
7170 020020022242000
80 004000400040004
9/0 202002220202200
al0 400004002200220
b|0 202002222002020
cl]l0 040400020202020
d{0 220400000220202
el0 400400022002200
f10 220400002020022

B Application to SPEEDY

In this section we describe new data/time trade-offs of for the recent attacks proposed
by Boura et al. in both [BDGT25¢] and [BDG'25b] against the block cipher SPEEDY
introduced by Leander ef al. in 2021 [LMMR21].
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SPEEDY is an ultra-low-latency block cipher family with instances denoted SPEEDY,
where 7 is the round count and n (a multiple of 6) the block size. The main variants—
SPEEDY, SPEEDY, and SPEEDY—use 192-bit keys and blocks, differing only in rounds and
claimed security.

The 192-bit state is arranged as a 32 x 6 bit matrix z[i][j] with indices 0 < i < 32,
0 < j < 6; bit 0 is most significant, with arithmetic modulo 6 (rows) and 32 (columns).

Each round applies AddRoundKey, SubBox, ShiftColumns, a second SubBox then
ShiftColumns and MixColumns, and finally AddRoundConstant. The plaintext initial-
izes the state, and R, is iterated r € {5,6, 7} times.

Boura et al. proposed new attacks against the different versions of the SPEEDY family
of block ciphers. They searched for the attacks with the best overall complexities and were
in particular able to provide the first valid attack against the full version of SPEEDY-7-192.
By applying our new pairs generation process based on parallel matching, we can propose
similar attacks with lower data complexities and a contained increase of the time complexity.
We take their attack against the full version of SPEEDY-7 to illustrate our technique. The
attack is depicted in Figure 6, the purple bits are inactive in the original attack but active
in our.
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Figure 6: Attack against SPEEDY-7-192.

The probability p of the distinguisher together with the probabilistic extension is
2~6.17—158.36-7.95 — 9=172.48 aoqinst 2717353 if the purple bits are inactive as in the
original attack. We thus need only 2'734® messages to generate enough pairs so one follows
both the probabilistic extension and the differential distinguisher. Because of the extra
active bits, during the key-recovery we now have to deal with 2172-48+6 — 917848 pairg if
they are generated without taking care of the non-linear filter coming from S-boxes of
the first and last layers, and we verified with the KyRyDi tool that this is the bottleneck
of the attack. We can use the parallel matching algorithm to exploit the filter of 271:54
on row 16 on the ciphertext side. Given one structure of 2216 = 2126 plaintexts, we
can form 2'26=20x6 — 9120 groups of 26 messages according to their value in the 120
inactive bits of the ciphertext. Instead of generating the 26+° = 211 pairs for each of them,
we apply the parallel matching algorithm to generate the pairs under the constraint of
the filter on row 16. This gives a time complexity of 26+5—1-54 4 26—1-1.54 4 96 — 99.61
to generate the 276 possible pairs. As a consequence, the time complexity is only
Q172:48-126  9120+9.61 — 9176.09 which is more efficient than the classical approach.

The same technique can be directly applied to their attack against 4 rounds of SPEEDY-5
since it already has only 31 inactive rows in total and the data generation process is the
bottleneck. However, the maximum filter is on row 21 on the ciphertext side and is only of
27079 " Ag a consequence the time complexity is locally of 2675-0:79 4 26-1-0.79 4 96 _ 910.31
instead of 2'', lowering the final time complexity of the attack from 26618 to 265-49,
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Figure 7: Attack against 4-round SPEEDY-5-192 [BDG™25¢].

After investigating the blockcipher SPEEDY and the different attacks proposed by Boura
et al. it appears that the probabilistic extension is very cheap, in the sense that increasing by
one the number of active rows only decrease by a factor 2 the data complexity. Furthermore
the maximum filter per S-box is very low, which does not allow to exploit much of them
with the parallel matching algorithm. It clearly appears that blockciphers with small
S-boxes and partial key addition as in GIFT offer much more filter and are thus better
candidates for this new pair-generation process.



	Introduction
	Preliminaries
	Classical differential attacks
	Differential meet-in-the-middle attacks
	Efficient list merging algorithm: parallel matching

	Advanced sieving technique: application to 25-round GIFT-64
	GIFT-64
	Previous attacks on 26-round GIFT-64
	Filtering wrong pairs
	New related-key attack on 25-round GIFT-64
	Application to other targets

	Improved single-key attacks on GIFT-64
	New attack on 22-round GIFT-64
	Improved 21-round attack on GIFT-64

	Conclusion
	GIFT-64
	Application to SPEEDY

